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| ABSTRACT 

Large language models (LLMs) hosted on Microsoft Azure, primarily through Azure OpenAI Service, are increasingly 

embedded in enterprise applications that combine user input, retrieved documents, web content, and tool-calling 

agents within a single prompt context. This architectural pattern, while powerful, collapses the traditional separation 

between instructions and data and creates a distinct and growing attack surface known as prompt injection. This 

paper reviews the technical literature on prompt injection and adjacent LLM security threats and maps these threats 

onto the specific components of an Azure-based generative AI deployment, including Azure OpenAI Service, Azure 

AI Search, Azure AI Content Safety, and plugin or function-calling integrations built with Logic Apps. We develop a 

taxonomy of six prompt injection attack categories—direct injection, indirect injection, prompt leaking, jailbreaking, 

optimisation-based injection, and tool-mediated injection—drawn from the adversarial machine learning and LLM 

security literature, and we examine six corresponding defense mechanisms available within or alongside the Azure 

platform. The analysis shows that no single Azure-native control is sufficient on its own: content filtering, 

programmable guardrails, instruction–data separation, least-privilege tool permissions, content provenance checks, 

and systematic red-teaming each address a different point in the attack surface and must be layered together. We 

conclude that securing Azure-hosted LLM applications against prompt injection requires continuous, defense-in-

depth engineering rather than a single configuration decision, and we identify open research questions around 

architectural, rather than purely filter-based, solutions to the instruction–data separation problem. 
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1. Introduction 

The transformer architecture (Vaswani et al., 2017) and the demonstration that large pretrained language models 

generalise strongly to new tasks from natural-language instructions (Brown et al., 2020) have made large language 

models (LLMs) practical components of production software. On Microsoft Azure, this capability is exposed 

primarily through Azure OpenAI Service, which enterprises integrate with retrieval systems such as Azure AI Search, 

orchestration frameworks such as Prompt Flow, and external tools through function calling and Logic Apps 

connectors. This integration pattern is what security researchers term an LLM-integrated application: a system in 

which a language model's behaviour is shaped not only by its training but by whatever text—user input, retrieved 

documents, web pages, or tool outputs—happens to reach its context window at inference time (Greshake et al., 

2023). 
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This architectural convenience is also the source of a specific and now well-documented vulnerability class: prompt 

injection. Because LLMs process instructions and data through the same channel—natural language text—an 

attacker who can influence any text that reaches the model's context can potentially override the application 

developer's original instructions (Perez & Ribeiro, 2022). Unlike classical software vulnerabilities that exploit 

implementation bugs, prompt injection exploits a structural property of how current LLMs are built and trained, 

which means it cannot be patched away in the way a buffer overflow can (Liu et al., 2024). 

This paper examines prompt injection threats specifically in the context of Azure-hosted LLM applications. Although 

the underlying attack techniques are platform-agnostic, the practical risk and the available mitigations differ 

meaningfully depending on which Azure services an application uses—for example, whether untrusted content 

enters through Azure AI Search-indexed documents, through a browsing plugin, or through a Logic Apps-triggered 

function call. The remainder of the paper proceeds as follows. Section 2 reviews the technical literature on 

adversarial attacks against neural networks and, more specifically, on prompt injection and jailbreaking of LLMs. 

Section 3 presents a taxonomy of prompt injection attack categories. Section 4 maps this attack surface onto a 

representative Azure architecture. Section 5 reviews defense mechanisms and their mapping to Azure services. 

Section 6 discusses limitations and open research questions, and Section 7 concludes. 

2. Literature Review 

2.1 From Adversarial Examples to Prompt Injection 

Prompt injection has intellectual roots in the broader field of adversarial machine learning. Szegedy et al. (2013) first 

demonstrated that neural networks could be reliably fooled by small, deliberately crafted perturbations to their 

inputs, a finding extended by Goodfellow et al. (2015), who showed that such adversarial examples arise from the 

largely linear behaviour of high-dimensional models rather than from overfitting alone. These early results 

established the general principle, later inherited by LLM security research, that a model's high-dimensional input 

space almost always contains points that produce unintended behaviour, and that such points can often be found 

systematically rather than by chance. 

LLMs introduce a new dimension to this problem because their "input" is natural language that simultaneously 

carries both instructions and data. Perez and Ribeiro (2022) were among the first to document that simple textual 

attacks—instructing a model to ignore its prior instructions—could reliably hijack the behaviour of GPT-3-based 

applications. Wei et al. (2023) subsequently provided a conceptual account of why such attacks succeed against 

safety-trained models, identifying two structural failure modes: competing objectives, in which a model's 

instruction-following and safety goals are placed in conflict, and mismatched generalisation, in which safety training 

fails to cover inputs that are in-distribution for the model's broader capabilities, such as encoded or translated text. 

Zou et al. (2023) showed that adversarial suffixes optimised on open-source models transfer with meaningful 

success to closed, black-box models such as ChatGPT and Claude, indicating that these vulnerabilities are not 

isolated to any single vendor's models. 

2.2 Direct and Indirect Prompt Injection 

Greshake et al. (2023) formalised the distinction between direct prompt injection—where the attacker is the user 

submitting the query—and indirect prompt injection, where malicious instructions are planted in third-party content 

that an LLM-integrated application retrieves and processes without the end user's knowledge. Their work 

demonstrated indirect injection against real-world systems, including a GPT-4-powered chat assistant, and 

introduced a taxonomy of resulting impacts spanning data theft, persistent compromise, and the spreading of 

injected instructions between systems. This distinction is particularly relevant to Azure-based applications that use 

retrieval-augmented generation, since any document indexed by Azure AI Search, or any web page retrieved by a 

browsing-enabled agent, becomes a potential injection vector. 

Liu et al. (2024) advanced this line of work by proposing a formal framework that treats existing prompt injection 

attacks as special cases of a general definition, enabling systematic benchmarking across multiple attacks, defenses, 

models, and tasks. Their empirical evaluation across ten LLMs and seven tasks found that no evaluated defense 

eliminated the attack success rate entirely, underscoring that prompt injection resistance is currently a matter of 
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degree rather than a solved problem. Complementing this, Zhang et al. (2024) proposed a goal-guided, generative 

approach to automatically synthesise injected instructions optimised for a specific attacker objective, demonstrating 

that injection attacks, like jailbreaks, can be automated and scaled rather than requiring manual crafting. 

2.3 Prompt Leaking and System Prompt Confidentiality 

A related but distinct threat is prompt leaking, in which an attacker aims not to hijack the model's task but to 

extract its confidential system prompt, which often encodes proprietary business logic. Hui et al. (2024) introduced 

PLeak, an optimisation-based attack that incrementally reconstructs a target system prompt and was shown to be 

effective against real-world LLM applications hosted on commercial platforms. For Azure-based deployments, 

where system prompts frequently encode retrieval instructions, business rules, or references to internal data 

sources, successful prompt leaking can itself constitute a serious intellectual property and information security 

incident, independent of any further downstream action. 

2.4 Defenses and Guardrails 

The defensive literature has evolved alongside the attack literature. Rebedea et al. (2023) introduced NeMo 

Guardrails, an open-source toolkit that allows developers to attach programmable, model-independent rails to an 

LLM application's dialogue flow, illustrating a defense-in-depth approach that operates outside the model itself 

rather than relying solely on the model's own alignment. Survey work by Liu and Hu (2024) and by Li and Fung 

(2025) synthesises the broader landscape of LLM security concerns—including prompt injection, jailbreaking, data 

poisoning, and misuse by malicious actors—and consistently concludes that layered, defense-in-depth architectures 

outperform any single control. This conclusion is reinforced by Liu et al.'s (2024) benchmarking result that ten 

evaluated defenses each reduced, but did not eliminate, attack success rates. 

2.5 Cloud Infrastructure Security and Privacy Foundations 

Because Azure-based LLM applications inherit the security posture of the underlying cloud platform, classical cloud 

security research remains directly relevant. Fernandez and Monge (2014) proposed a reference security architecture 

for cloud systems built around layered identity, network, and data protection controls, principles that underlie 

Azure's own security services. Container-based deployment of model-serving infrastructure, standardised by 

technologies reviewed by Bernstein (2014), and continuous-auditing approaches to regulatory compliance in multi-

tenant cloud environments (Barati et al., 2021) are similarly relevant where an Azure-hosted LLM application 

processes personal or regulated data that could be exposed through a successful injection or leakage attack. 

Differentially private training techniques (Abadi et al., 2016) offer a complementary mitigation specifically against 

the risk that fine-tuned models memorise and later leak sensitive training data. Finally, MLOps practices for 

versioning, monitoring, and continuously evaluating deployed models (Kreuzberger et al., 2023) provide the 

operational backbone needed to detect and respond to new injection techniques as they emerge, extending 

naturally to what practitioners now term LLMOps. 

3. A Taxonomy of Prompt Injection Attacks 

Drawing on the literature reviewed above, Table 1 organises prompt injection and closely related attacks into six 

categories, ordered roughly by where the attacker's access originates. This taxonomy is not mutually exclusive—an 

indirect injection can, for example, also function as a tool-mediated injection if the poisoned document triggers a 

plugin call—but it provides a structured basis for reasoning about which controls are relevant to which attack path. 

Attack Category Description Representative Technique Key Source(s) 

Direct prompt 

injection 

The attacker is the user and 

submits adversarial text directly 

in the chat or API input, 

instructing the model to ignore 

prior instructions 

"Ignore previous instructions" 

attacks; competing-objective 

prompting 

Perez & Ribeiro 

(2022); Wei et al. 

(2023) 
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Attack Category Description Representative Technique Key Source(s) 

Indirect prompt 

injection 

Malicious instructions are 

planted in third-party content 

(documents, web pages, emails) 

that the application retrieves 

and feeds to the model 

Poisoned RAG documents; 

compromised web pages read 

by browsing plugins 

Greshake et al. 

(2023) 

Prompt leaking The attacker crafts queries that 

cause the model to reveal its 

confidential system prompt or 

instructions 

Incremental query optimisation 

against system prompts (PLeak) 

Hui et al. (2024) 

Jailbreaking Adversarial framing or encoding 

is used to bypass safety 

alignment rather than to hijack a 

specific task 

Role-play framing; 

Base64/ROT13 encoding; 

adversarial suffixes 

Wei et al. (2023); 

Zou et al. (2023) 

Goal-guided / 

optimisation-based 

injection 

Automated, gradient- or search-

based methods generate 

injected instructions optimised 

to maximise attack success 

across models 

Generative adversarial prompt 

search; transferable adversarial 

suffixes 

Zhang et al. (2024); 

Zou et al. (2023) 

Tool/agent-

mediated injection 

Injected instructions are 

executed as unintended tool 

calls or actions when the LLM is 

connected to plugins, function 

calling, or autonomous agents 

Malicious content in a document 

triggers an unintended 

API/function call 

Greshake et al. 

(2023); Liu et al. 

(2024) 

Table 1. Taxonomy of prompt injection and related attacks against LLM-integrated applications. 

A key observation from this taxonomy is that only the first category, direct injection, requires the attacker to be an 

authenticated or otherwise legitimate user of the application. Every other category can be executed by an attacker 

with no direct access to the application at all, provided they can place content into a data source, web page, or tool 

output that the application later retrieves (Greshake et al., 2023). This asymmetry is particularly consequential for 

Azure-based deployments that ground their responses in continuously updated, externally sourced, or user-

contributed content. 

4. Mapping the Attack Surface onto an Azure Architecture 

Figure 1 illustrates how the attack categories in Table 1 map onto the components of a representative Azure-based 

LLM application. Direct injection enters through the same path as legitimate user queries, via Azure API 

Management or Azure Front Door, and is the category most amenable to inspection by Azure AI Content Safety's 

Prompt Shields before the input reaches the orchestrator. Indirect injection, by contrast, enters through three 

separate channels that are easy to overlook individually: documents indexed in Azure AI Search for retrieval-

augmented generation, external web content retrieved by browsing-enabled agents, and outputs returned by 

plugins, tools, or Logic Apps-based connectors invoked through function calling. 
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Figure 1. Prompt injection attack surface in an Azure-based LLM application, showing direct and indirect 

entry points and their potential downstream impacts. 

Once adversarial content reaches the application orchestrator—typically implemented in Prompt Flow or a custom 

orchestration layer calling Azure OpenAI Service—it is combined with the developer's system prompt and any 

retrieved context into a single prompt. Because current LLM architectures do not enforce a hard boundary between 

instruction and data within this combined prompt (Liu et al., 2024), a successful injection at this stage can influence 

the model's output regardless of which of the three indirect channels it originated from. The resulting model output 

can then manifest as one or more of three downstream impacts: exfiltration of sensitive data or the confidential 

system prompt itself (Hui et al., 2024), unauthorised actions taken through a connected tool or agent (Greshake et 

al., 2023), or the generation of misinformation or otherwise harmful content (Wei et al., 2023). 

 

5. Defense Mechanisms and Their Mapping to Azure Services 

Table 2 summarises six defense mechanisms discussed in the literature, together with their typical implementation 

on Azure and a key limitation drawn from the same sources. 

Defense Mechanism Azure / Platform Implementation Key Limitation 

Input/output content 

filtering 

Azure AI Content Safety Prompt Shields, 

applied at the API Management or 

orchestration layer 

Filters trained on known patterns can 

be bypassed by novel or 

optimisation-based injections (Liu & 

Hu, 2024) 

Programmable NeMo Guardrails or equivalent rail-based Rails are user-defined and require 
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Defense Mechanism Azure / Platform Implementation Key Limitation 

guardrails toolkits placed between the application and 

the model 

ongoing maintenance as new attack 

patterns emerge 

Instruction-data 

separation 

Structuring prompts so retrieved content is 

clearly delimited from developer instructions 

in Prompt Flow templates 

Current LLM architectures do not 

natively enforce a hard boundary 

between instructions and data (Liu et 

al., 2024) 

Least-privilege tool 

permissions 

Scoped Azure AD app permissions and 

constrained function-calling schemas for 

Logic Apps/plugin integrations 

Reduces impact but does not prevent 

injection into the model's context 

Content provenance 

and source vetting 

Access controls and integrity checks on 

documents indexed by Azure AI Search for 

retrieval-augmented generation 

Difficult to scale to open, 

continuously updated, or externally 

sourced corpora 

Adversarial and red-

team evaluation 

Systematic benchmarking of deployed 

prompts and pipelines against known attack 

taxonomies before release 

Coverage is bounded by the attack 

techniques anticipated at evaluation 

time (Liu et al., 2024) 

Table 2. Defense mechanisms for prompt injection and their mapping to Azure services and platform 

capabilities. 

Two patterns are apparent from this comparison. First, defenses that operate purely at the content-filtering level—

Azure AI Content Safety's Prompt Shields and similar classifiers—are necessary but demonstrably insufficient on 

their own; Liu and Hu (2024) and Liu et al. (2024) both report that optimisation-based and novel attacks routinely 

evade filters trained on known attack patterns. Second, architectural defenses that reduce the consequences of a 

successful injection—least-privilege tool permissions, content provenance checks on retrieval sources, and 

systematic red-team evaluation—do not prevent injected instructions from reaching the model but limit what an 

attacker can achieve if injection succeeds. This suggests that Azure-based LLM application security should be 

designed around the assumption that some injected instructions will eventually reach the model, with the 

architecture engineered to contain the resulting impact rather than relying solely on preventing the injection itself. 

6. Discussion and Open Research Questions 

The literature reviewed in this paper converges on a conclusion that is uncomfortable but important for 

practitioners: prompt injection is not, at present, a solved problem for any LLM platform, Azure included. Liu et al.'s 

(2024) systematic benchmark found that none of ten evaluated defenses reduced attack success to zero across the 

attacks and models tested, and Wei et al. (2023) argue that scaling model capability alone is unlikely to resolve the 

underlying failure modes, since larger models may extend their capabilities into inputs, such as unusual encodings 

or languages, that safety training has not yet covered. For Azure-based deployments, this implies that a single 

point-in-time security review of an application's prompts and guardrails is insufficient; the threat landscape 

documented in Section 2 has evolved substantially within a two-year period (2023–2025) and shows no sign of 

stabilising. 

Several open research questions follow directly from this review. First, the instruction–data separation problem 

identified by Liu et al. (2024) remains architecturally unresolved: current mitigations operate around this weakness 



Vol. 3 No. 2 (2026): Journal of Computer Science and Information Technology: 91-98 

 

Page | 97  

through filtering and rails rather than eliminating it, and research into model architectures or training objectives 

that enforce a genuine boundary between instructions and retrieved data would address the root cause rather than 

its symptoms. Second, the specific interaction between indirect prompt injection and tool-calling or agentic 

systems—an area Greshake et al. (2023) flagged as an emerging risk—warrants further empirical study as Azure-

based agentic applications built on function calling and Logic Apps become more autonomous and are granted 

broader permissions. Third, comparative empirical evaluation of Azure-specific controls, such as Prompt Shields, 

against the benchmarks developed by Liu et al. (2024) would help practitioners quantify the residual risk of a given 

deployment configuration rather than relying on vendor assurances alone. 

7. Conclusion 

Prompt injection is a structural consequence of how large language models process instructions and data through a 

single natural-language channel, and it poses a direct threat to Azure-hosted LLM applications wherever user input, 

retrieved documents, web content, or tool outputs are combined into a model's context. This paper has organised 

the technical literature on prompt injection into a six-category taxonomy, mapped this attack surface onto the 

specific components of an Azure-based architecture—Azure OpenAI Service, Azure AI Search, Azure AI Content 

Safety, and plugin or Logic Apps integrations—and reviewed the corresponding defense mechanisms and their 

limitations. The evidence reviewed indicates that no single Azure-native control, whether content filtering, 

programmable guardrails, or permission scoping, is sufficient in isolation; each addresses a different point in the 

attack surface and must be combined with the others as part of a defense-in-depth strategy. Given that the 

underlying vulnerability is unlikely to be fully resolved by model scaling alone, organisations deploying LLM 

applications on Azure should treat prompt injection defense as an ongoing engineering and monitoring discipline 

rather than a one-time configuration task. 
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