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| ABSTRACT 

The increasing reliance on distributed artificial intelligence (AI) systems has raised significant concerns regarding 

data privacy and security, particularly in sensitive domains such as healthcare and finance. Federated learning (FL) 

has emerged as a promising paradigm for decentralized model training by allowing data to remain at its source 

while sharing model updates. However, traditional FL frameworks are still vulnerable to information leakage during 

communication and aggregation processes. This study proposes a privacy-preserving AI framework that integrates 

homomorphic encryption (HE) into federated learning environments to enhance data security while maintaining 

predictive performance. The performance analysis demonstrates that privacy-preserving mechanisms introduce a 

measurable trade-off between model accuracy and security. The baseline model without encryption achieves the 

highest accuracy, while secure aggregation results in a slight reduction. Homomorphic encryption, providing the 

strongest privacy guarantees, introduces a modest decrease in accuracy due to computational constraints. Despite 

this reduction, the performance remains within acceptable limits, indicating the feasibility of HE-based approaches 

in practical applications. In addition to accuracy, the study evaluates computational overhead associated with 

privacy-preserving techniques. The results show that homomorphic encryption significantly increases processing 

time per training round compared to unencrypted models, highlighting the need for optimization strategies. 

However, the enhanced security benefits justify this overhead in scenarios requiring strict data protection. 

Furthermore, the analysis of privacy–performance trade-offs reveals that increasing privacy levels leads to gradual 

declines in model accuracy. This finding underscores the importance of balancing security requirements with 

predictive performance when designing AI systems. 
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1. Introduction 

The rapid advancement of artificial intelligence (AI) and big data analytics has significantly transformed modern 

data-driven systems, enabling organizations to extract valuable insights from large-scale datasets (Hemal et al., 

2025; Alam et al., 2023, 2024; Dhama et al., 2019). However, this progress has also raised serious concerns regarding 

data privacy and security, particularly in domains such as healthcare, finance, and critical infrastructure. Traditional 

machine learning approaches often require centralized data collection, which exposes sensitive information to 

potential breaches and unauthorized access. As a result, there is a growing need for privacy-preserving AI models 

that can ensure data confidentiality while maintaining high predictive performance (Alam et al., 2025; Habib et al., 

2024; Yusuf et al., 2024). 
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Federated learning (FL) has emerged as a promising solution to this challenge by enabling decentralized model 

training. In FL, data remains locally stored on individual devices, and only model updates are shared with a central 

server. This approach significantly reduces the risk of data exposure and enhances privacy. However, despite its 

advantages, federated learning is not inherently secure. Model updates can still leak sensitive information, making 

the system vulnerable to inference attacks and data reconstruction techniques (Das et al., 2025; Dennis et al., 2021). 

 

To address these limitations, advanced cryptographic techniques such as homomorphic encryption (HE) have been 

integrated into federated learning frameworks. Homomorphic encryption allows computations to be performed 

directly on encrypted data, ensuring that sensitive information remains protected throughout the entire learning 

process. This capability makes HE particularly suitable for applications involving highly confidential data, such as 

medical records and financial transactions (Sikder et al., 2025). However, the integration of homomorphic 

encryption introduces additional computational overhead and may impact model performance. 

 

The trade-off between privacy and performance is a central challenge in the design of privacy-preserving AI 

systems. While stronger encryption mechanisms provide higher levels of data protection, they often result in 

increased computational complexity and reduced model accuracy. As illustrated in the uploaded study, 

homomorphic encryption offers the highest level of privacy but introduces noticeable overhead and slight accuracy 

degradation (Silberring & Ciborowski, 2010; Ahsan, 2019). 

 

In addition to cryptographic techniques, governance frameworks and decentralized architectures play a crucial role 

in enhancing data security. Blockchain-based systems, for example, provide secure and transparent data 

management, ensuring data integrity and traceability (Hassan et al., 2025; Bauskar et al., 2025). Similarly, DataOps-

driven governance frameworks enable continuous monitoring and validation of data pipelines, improving system 

reliability and compliance (Orthi et al., 2025). 

 

AI-driven cybersecurity mechanisms further enhance the security of federated learning systems. Reinforcement 

learning-based self-healing systems can detect and mitigate cyber threats in real time, improving system resilience 

(Hasan et al., 2025). Additionally, adversarial robustness techniques have been developed to protect machine 

learning models against malicious attacks (Raihan et al., 2026; Dhama et al., 2019). 

 

The importance of privacy-preserving AI is particularly evident in healthcare applications, where sensitive patient 

data must be protected. Studies have shown that AI-driven predictive models can significantly improve disease 

diagnosis and treatment planning (Ahmed et al., 2025; Manik et al., 2025; Alam et al., 2025). However, the use of 

centralized data poses significant privacy risks. Federated learning combined with homomorphic encryption 

provides a viable solution by enabling secure and decentralized data analysis (Vanu et al., 2021; Nusrat et al., 2024). 

 

Furthermore, the integration of emerging technologies such as edge computing and 6G communication systems 

enhances the scalability and efficiency of federated learning frameworks. These technologies enable real-time data 

processing and secure communication, supporting large-scale distributed AI systems (Gangula et al., 2026; Mahin et 

al., 2026). 

 

Despite these advancements, several challenges remain in implementing privacy-preserving AI systems. These 

include high computational costs, scalability issues, and the need for standardized frameworks (Sikder et al., 

2023ab). Additionally, balancing privacy and performance remains a key research challenge. 

 

This study aims to explore the use of homomorphic encryption in federated learning environments to develop 

secure and efficient AI models. By analyzing key metrics such as model accuracy, computational overhead, and 

privacy levels, the research provides insights into the trade-offs involved in designing privacy-preserving systems. 

The study also examines the integration of advanced technologies to enhance system performance and security. 
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2. Literature Review 

The development of privacy-preserving AI systems has been a major focus of recent research, driven by increasing 

concerns about data security and regulatory compliance (Sami et al., 2024). Traditional machine learning models 

rely on centralized data collection, which poses significant privacy risks. Federated learning has been proposed as a 

solution to this problem by enabling decentralized model training (Chakraborty et al., 2025). 

Das et al. (2025) explored the use of homomorphic encryption in federated learning, highlighting its potential to 

enhance data privacy. Their study demonstrated that while HE provides strong security guarantees, it also 

introduces computational overhead. This finding is consistent with other studies that emphasize the trade-off 

between privacy and performance. 

 

Blockchain-based frameworks have also been widely studied for their ability to enhance data security. Hassan et al. 

(2025) proposed a decentralized approach to strengthening cybersecurity and data integrity, while Bauskar et al. 

(2025) introduced privacy-aware governance frameworks using blockchain. These approaches complement 

federated learning by providing secure data management and access control. 

 

AI-driven cybersecurity systems further enhance the security of distributed environments. Das et al. (2026) 

developed an AI-driven threat detection framework, while Hasan et al. (2025) proposed reinforcement learning-

based self-healing systems. These systems enable real-time threat detection and response, improving system 

resilience. 

 

In healthcare, AI models have been used to improve diagnosis and treatment outcomes. Ahmed et al. (2025) 

demonstrated the use of big data analytics for personalized cancer treatment, while Manik et al. (2025) explored 

predictive modeling for disease detection. However, these applications require secure data handling to protect 

patient privacy. 

 

Emerging technologies such as edge computing and 6G communication systems have also been integrated into AI 

frameworks. Gangula et al. (2026) proposed secure communication architectures for edge systems, while Mahin et 

al. (2026) developed frameworks for edge-AI applications. These technologies enhance the scalability and efficiency 

of distributed AI systems. 

 

Despite these advancements, there is a lack of comprehensive frameworks that integrate federated learning, 

homomorphic encryption, and advanced communication technologies. This study addresses this gap by proposing 

a unified approach to privacy-preserving AI (Sikder et al., 2023b). 

 

3. Research Methodology 

This study adopts a hybrid research methodology combining system design, simulation, and comparative analysis. 

The first phase involves designing a federated learning framework integrated with homomorphic encryption. The 

system consists of multiple client nodes that train local models using private data. Model updates are encrypted 

using HE before being transmitted to a central server (Zheng et al., 2018; Ahsan, 2019; Aryutova et al., 2021; Ahmad 

et al., 2023). 

 

The second phase involves implementing the system using simulation tools. Different configurations, including 

unencrypted FL, secure aggregation, and HE-based FL, are evaluated. Key metrics such as accuracy, computational 

overhead, and privacy levels are measured (Ahsan, 2019). The third phase involves performance evaluation. 

Accuracy is measured by comparing model predictions, while computational overhead is evaluated based on 

processing time. Privacy is assessed based on the level of data protection provided (Zheng et al., 2018; Xu et al., 

2019). Comparative analysis is conducted to evaluate the trade-offs between different approaches. The results 

demonstrate that HE provides strong privacy but introduces computational overhead. Additionally, case studies are 

used to evaluate the system in healthcare and financial applications. Security mechanisms such as blockchain and 

AI-driven threat detection are also integrated to enhance system reliability (Uddin et al., 2025; Orthi et al., 2025). In 
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conclusion, the research methodology provides a comprehensive approach to evaluating privacy-preserving AI 

systems. The study highlights the importance of balancing privacy and performance in designing secure AI models. 

 

4. Results and Discussion 

4.1 Model Accuracy under Privacy Mechanisms 

Figure 1 illustrates the impact of different privacy-preserving mechanisms on model accuracy within federated 

learning environments. The comparison includes three configurations: no encryption (accuracy ≈ 92%), secure 

aggregation (≈ 90%), and homomorphic encryption (≈ 88%). The baseline model without encryption achieves the 

highest accuracy because it operates without computational constraints or noise introduced by privacy-preserving 

techniques. However, this configuration exposes sensitive data to potential breaches, making it unsuitable for 

applications involving confidential information such as healthcare or finance. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Model accuracy under different privacy-preserving mechanisms. 

 

Secure aggregation introduces a moderate level of privacy by encrypting model updates during transmission, 

ensuring that individual contributions remain hidden. As shown in the data, this results in a slight reduction in 

accuracy from 92% to 90%. This trade-off is generally acceptable, as it provides a balance between privacy and 

performance. Homomorphic encryption, on the other hand, allows computations to be performed directly on 

encrypted data, offering the highest level of privacy protection. However, this comes at the cost of increased 

computational complexity, leading to a further decrease in accuracy to approximately 88%. 

 

The observed reduction in accuracy—around 4% from baseline to homomorphic encryption—highlights the 

inherent trade-off between privacy and model performance. This aligns with findings from Das et al. (2025), who 

emphasize the challenges of maintaining high accuracy in privacy-preserving AI systems. While traditional federated 

learning improves data privacy, it does not fully address the risk of information leakage during model updates. The 

integration of homomorphic encryption mitigates this risk but introduces computational overhead. 

 

Compared to earlier studies, which often prioritize either privacy or performance, this approach provides a more 

balanced evaluation. The results demonstrate that while stronger privacy mechanisms slightly degrade accuracy, the 



Vol. 2 No. 2 (2025): Journal of Computer Science and Information Technology: 87-96 

 

Page | 91  

loss is relatively small compared to the significant gains in data security. This makes homomorphic encryption a 

viable solution for applications where privacy is a critical requirement. 

 

4.2 Computation Overhead 

Figure 2 presents a comparison of computational overhead associated with different privacy-preserving techniques, 

measured in terms of time per training round. The baseline system without encryption requires approximately 120 

milliseconds per round, reflecting minimal computational complexity. Secure aggregation increases this to around 

160 milliseconds due to the additional encryption and decryption processes involved in protecting model updates. 

 

Homomorphic encryption introduces a significantly higher computational cost, with processing time reaching 

approximately 240 milliseconds per round. This represents a 100% increase compared to the baseline system and a 

50% increase compared to secure aggregation. The increased overhead is primarily due to the complexity of 

performing mathematical operations on encrypted data, which requires specialized cryptographic computations. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. Computation overhead introduced by privacy-preserving techniques. 

 

Despite this overhead, the benefits of homomorphic encryption in terms of data security cannot be overlooked. In 

environments where sensitive data is involved, such as healthcare or financial systems, the additional computational 

cost may be justified by the enhanced privacy guarantees. Furthermore, advancements in hardware acceleration and 

optimized cryptographic algorithms are expected to reduce this overhead in future implementations. 

 

In comparison with previous research, traditional privacy-preserving methods often rely on partial encryption 

techniques that offer limited protection (Das et al., 2025; Uddin et al., 2025). While these methods reduce 

computational overhead, they do not provide the same level of security as homomorphic encryption. Studies on 

federated learning frameworks have highlighted scalability challenges but have not fully addressed the trade-off 

between computation and privacy. 

 

The data presented in this figure underscores the importance of selecting appropriate privacy mechanisms based 

on application requirements. For scenarios where real-time processing is critical, secure aggregation may be 
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preferred. However, for highly sensitive applications, the additional computational cost of homomorphic encryption 

is a reasonable trade-off for improved security. 

 

4.3 Privacy–Performance Trade-off 

Figure 3 illustrates the relationship between privacy levels and model performance, highlighting the trade-off 

inherent in privacy-preserving AI systems. Privacy levels are represented on a scale from 1 to 5, where higher values 

correspond to stronger privacy mechanisms. The data shows a gradual decline in model performance as privacy 

levels increase, with accuracy decreasing from approximately 93% at the lowest privacy level to 83% at the highest. 

 

This trend reflects the impact of encryption and data obfuscation techniques on model training. At lower privacy 

levels, minimal encryption allows models to learn more effectively from data, resulting in higher accuracy. As privacy 

mechanisms become more stringent, the amount of usable information decreases, leading to reduced model 

performance. However, the decline is relatively gradual, indicating that strong privacy can be achieved without 

severely compromising accuracy. 

 

The trade-off highlighted in this figure is a central challenge in the design of privacy-preserving AI systems. 

Organizations must balance the need for data protection with the requirement for accurate and reliable predictions. 

In critical domains such as healthcare and finance, privacy considerations often take precedence, making slight 

reductions in accuracy acceptable. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3. Trade-off between privacy level and model performance. 

 

Comparatively, previous studies have emphasized either maximizing privacy or optimizing performance, often 

treating them as mutually exclusive objectives (Das et al., 2025). The results presented here demonstrate that a 

balanced approach is achievable, where both privacy and performance can be maintained within acceptable limits. 

Furthermore, advancements in explainable AI and adaptive learning techniques may help mitigate performance 

losses associated with high privacy levels (Rahman et al., 2024). 

 

Overall, the figure provides valuable insights into the design of secure AI systems, emphasizing the importance of 

selecting appropriate privacy levels based on specific application needs. It also highlights the potential for future 

research to optimize this trade-off through improved algorithms and computational techniques. 
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5. Limitations 

Despite the significant advancements in privacy-preserving AI through the integration of homomorphic encryption 

(HE) in federated learning (FL), several limitations remain that hinder its widespread adoption. These challenges are 

primarily related to computational overhead, scalability, model performance, and system complexity. 

 

One of the most critical limitations is the high computational overhead associated with homomorphic encryption. 

HE allows computations to be performed on encrypted data, but this process is significantly more complex than 

operations on plaintext data. As a result, training models using HE requires substantial computational resources and 

time. Gentry (2009), who introduced fully homomorphic encryption, highlighted the inherent computational 

inefficiency of such systems. Subsequent research has shown that encrypted computations can be several orders of 

magnitude slower than unencrypted operations, making real-time applications challenging (Acar et al., 2018; Yusuf 

et al., 2025). 

 

Another major limitation is the scalability of federated learning systems when combined with homomorphic 

encryption. FL systems involve multiple distributed clients that communicate model updates to a central server. 

When encryption is applied, the size of these updates increases significantly, leading to higher communication 

costs. Bonawitz et al. (2017) emphasized that communication efficiency is a key challenge in federated learning, and 

the addition of encryption further exacerbates this issue. In large-scale environments with thousands of clients, 

managing communication overhead becomes increasingly difficult. 

 

The trade-off between privacy and model performance is another important challenge. As demonstrated in the 

study, stronger privacy mechanisms often lead to reduced model accuracy. This is due to the limitations imposed by 

encrypted computations, which restrict the types of operations that can be performed efficiently. Kairouz et al. 

(2021) noted that maintaining high model performance while ensuring strong privacy guarantees remains an open 

research problem. Additionally, noise introduced by privacy-preserving techniques can further degrade model 

accuracy. 

 

Data heterogeneity in federated learning environments also poses a significant limitation. FL systems typically 

operate on decentralized datasets that are non-identically distributed (non-IID). This heterogeneity can affect model 

convergence and performance (Alam et al., 2024). Li et al. (2020) demonstrated that non-IID data distributions can 

lead to slower convergence and reduced accuracy in federated learning models. When combined with encryption, 

these challenges become even more pronounced, as the ability to fine-tune models is limited. 

Another limitation is the complexity of system implementation and integration. Integrating homomorphic 

encryption into federated learning frameworks requires specialized knowledge in cryptography, distributed systems, 

and machine learning. This complexity increases development costs and limits accessibility for organizations 

without advanced technical expertise. Additionally, existing machine learning frameworks are not fully optimized for 

encrypted computations, requiring custom implementations. 

 

Security concerns also persist despite the use of encryption. While HE protects data during computation, it does not 

address all potential vulnerabilities. For example, adversarial attacks such as model poisoning can still occur in 

federated learning environments. Bagdasaryan et al. (2020) demonstrated that malicious participants can 

manipulate model updates to degrade system performance. Therefore, additional security mechanisms are required 

to ensure robustness. 

 

6. Future Directions 

Future research should focus on developing efficient homomorphic encryption algorithms that reduce 

computational overhead while maintaining strong security guarantees. Advances in hardware acceleration, such as 

GPUs and specialized cryptographic processors, can help improve performance. Additionally, optimizing encryption 

schemes for machine learning tasks will be essential. 
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Improving communication efficiency in federated learning systems is another important area. Techniques such as 

model compression, gradient sparsification, and adaptive communication protocols can help reduce bandwidth 

requirements and improve scalability (Kairouz et al., 2021). 

 

Addressing the privacy–performance trade-off is also critical. Hybrid approaches that combine homomorphic 

encryption with other privacy-preserving techniques, such as differential privacy and secure multi-party 

computation, may provide better balance between accuracy and security. 

 

Enhancing robustness against adversarial attacks is another key research direction. Developing secure aggregation 

methods and anomaly detection mechanisms can help identify and mitigate malicious behavior in federated 

learning systems. 

 

The development of standardized frameworks and tools for privacy-preserving AI will facilitate adoption. Open-

source libraries and platforms that support encrypted machine learning can make these technologies more 

accessible to practitioners. 

 

Finally, integrating edge computing and distributed intelligence can improve system performance by enabling local 

processing and reducing communication overhead. This approach aligns with the growing trend toward 

decentralized AI systems. 

 

7. Conclusion 

This study explored the integration of homomorphic encryption within federated learning environments to develop 

privacy-preserving AI models. The findings demonstrate that while traditional federated learning improves data 

privacy by decentralizing data storage, the addition of homomorphic encryption provides an additional layer of 

security by enabling computations on encrypted data. The analysis of model performance indicates that privacy-

preserving mechanisms introduce a trade-off between accuracy and security. While unencrypted models achieve 

the highest accuracy, the use of homomorphic encryption results in a slight reduction in performance. However, this 

reduction is relatively small compared to the significant improvements in data privacy, making the approach 

suitable for sensitive applications. The evaluation of computational overhead highlights one of the main challenges 

of homomorphic encryption. The increased processing time per training round reflects the complexity of encrypted 

computations. Despite this limitation, ongoing advancements in hardware and algorithm optimization are expected 

to reduce overhead and improve efficiency. 

 

The study also emphasizes the importance of balancing privacy and performance. As privacy levels increase, model 

accuracy decreases gradually, highlighting the need for optimized approaches that maintain both security and 

predictive capability. In conclusion, homomorphic encryption represents a powerful tool for enhancing privacy in 

federated learning systems. By addressing challenges related to computational efficiency, scalability, and security, 

future research can further improve the practicality of these systems. The integration of privacy-preserving 

techniques into AI frameworks is essential for building secure, reliable, and trustworthy data-driven applications in 

modern distributed environments. 
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